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1
Decision/action requested

Approve the pCR to TR 33.858 [1] below. 
2
References

[1]
3GPP TR 33.858: Study on security aspects of enhanced support of Non-Public Networks (NPN) phase 2.
[2]
S3-222773: "New Key Issue 'Authentication for UE access to hosting network'"
[3]
S3-222775: "Communication security and subscriber privacy for access to localized services, alternative 1"
3
Rationale

SA3 needs to specify how access to a hosting network for access to localized services is secured. The main building blocks of 5G security are UE-network mutual authentication, communication security and subscriber privacy. This contribution addresses communication security and subscriber privacy. UE-network mutual authentication is addressed in S3-222773 [2]. 
There are two alternative ways of studying communication security and subscriber privacy for access to the hosting network. This contribution proposes key issues for communication security and subscriber privacy.

The companion contribution S3-222775 [3] (Alternative 1, assumption) is the preferred alternative. Should SA3 decide that key issues are necessary, then the proposal in this contribution (Alternative 2, key issues) could be taken as a baseline. According to the work plan based on the SA3 timeline for Rel-18, this is the last meeting for adding key issues. 
4
Detailed proposal

*** BEGIN CHANGES***

5.X
Key issue #X: Communication security for UE access to hosting network
5.X.1
Key issue details 

TR 23.700-08 [2] studies "Key Issue #4: Enabling UE to discover, select and access NPN as hosting network and receive localized services". This key issue studies communication security for UE access to the hosting network.
5.X.2
Threats

If communication between the UE and the hosting network is not confidentiality, integrity and replay protected, it is possible to disclose, tamper with or replay the communication between UE and hosting network.
5.X.3
Potential security requirements 

Communication between UE and hosting network shall be confidentiality, integrity and replay protected.
5.Y
Key issue #Y: Subscriber privacy for UE access to hosting network
5.Y.1
Key issue details 

TR 23.700-08 [2] studies "Key Issue #4: Enabling UE to discover, select and access NPN as hosting network and receive localized services". This key issue studies subscriber privacy for UE access to the hosting network.

5.Y.2
Threats

If there is no subscriber privacy for UE access to the hosting network, the subscriber can be tracked, or its identity disclosed.
5.Y.3
Potential security requirements 

UE access to the hosting network shall support subscriber privacy.
*** END CHANGES ***

